
bluetooth (in)security

bluetooth (in)security

Pascal Steichen

25th Jan 2006 - LinuxDays 2006



bluetooth (in)security

1 bluetooth

2 threats

3 bluetooth technology
bluetooth stack
bluetooth protocols

4 bluetooth and gnu/linux

5 hacking techniques

6 tools and more ...

7 thanks

8 live demo



bluetooth (in)security

bluetooth

bluetooth

From the Viking-king Harald Blatand, who unified the ”northmen”
to todays mobile wireless technology number one (?).
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˜1Mb/s transfer rates

theoretical range: 10m to 100m
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bluetooth protocols

LMP ”Link Manager Protocol”, responsible for the liaison
between bluetooth equipements bt (authentification,
encryption)

HCI ”Host Controler Interface”
L2CAP ”Logical Link Control and Adaptation Protocol”, link

to layers above
RFCOMM ”Cable Replacement Protocol”, transport channel for

communications (emulates rs-232), necessary for
almost all applications

SDP ”Service Discovery Protocol”, implicit to almost all
communications, gives information about available
services

AT commands commands to use modem and fax features
OBEX ”Object Exchange Protocol” (adapted from IrDA), to

exchange simple objects (files, vCards, ...)
vCard/vCal business card and agenda data formats
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Device level security (enforce security for every low-level
connection)
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blueZ official gnu/linux bluetooth protocol stack (included
in 2.4 and 2.6 kernel series)

site: www.bluez.org
core developers: Marcel Holtmann, Max
Krasnyansky
license: GPL

affix bluetooth protocol stack for gnu/linux (replacement
for bluez)

site: affix.sf.net
core developers: Nokia Research Center
license: GPL

http://www.bluez.org/
http://affix.sf.net
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helomoto

the motorola bluebug-bluesnarf combination
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bluetooone

Enhancing the range of a Bluetooth dongle by connecting a
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... and hopeing Murphy’s not around ;)
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