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Lbluetooth

bluetooth

From the Viking-king Harald Blatand, who unified the "northmen”
to todays mobile wireless technology number one (?).



bluetooth (in)security

‘—threats

threats

what hopefully won't be our near future:
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Paris Hilton

From here haxOred mobile:

m Pictures (the least explicit ...):

m Telephone numbers:
Aguilera, Christina: 1-310-917-9191
Eminem: 1-917-776-7643
Roddick, Andy: 1-512-228-2207
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cabir/mabir hobbes.A

Wl infrared device

Install 9

Symantec Anti- e
Virus?
Yes NO

latest:

m SymbOS.Sendtool A
m SymbOS.Pbstealer.D
® SymbOS.Bootton.E
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bluetooth technology

basic caracteristics:

m idea and origin from Ericsson

developed by bluetooth-SIG (founded in 1998)

wireless using the 2.4Ghz ISM band

frequency hopping technology (79 channels, 1600 hops per
second)

m "1Mb/s transfer rates

m theoretical range: 10m to 100m

B organizes in piconets
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blue et rfcomm bluetooth specific
green adapted from existing tecnologies
gray telephony related (fax, etc. )
red application layer (adapted)
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security modes

m Security mode 1
No active security enforcement

m Security mode 2
Service level security (on device level no difference to mode 1)

m Security mode 3
Device level security (enforce security for every low-level

connection)
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Lbluetooth technology
L Pairing

Pairing

m First connection
Pin code request
Pin code request reply
Link key notification
m Further connections
Link key request
Link key request reply
Link key notification (optional)
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L bluetooth and gnu/linux

L bluez utils

bluez utils

m hciconfig, hcitool

m sdptool
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bluebug

helomoto

bluesmack

bluestab

bluebump, mode 3 abuse
bluespoof

bluedump

bluetooone

bluestalker
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bluesnarf, bluesnarf++

04 BlueSnarf™ s34 BlueSnarf++"

OBEX push attack

m pull known objects via the (non authenticated)
push channel
m bluesnarf++ (due to direct acces to the obex
ftp):
m Contents are browseable
m Full read and write access
m Access to external media storage
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bluebug

?@BlueBug“

use of AT commands
m use hidden (and unprotected) channels via a
direct rfcomm connection
m attacker is consider as headset by the phone
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the motorola bluebug-bluesnarf combination
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bluesmack

@BIueSmack"

DoS attack

m using |2cap echo feature, causes a kind of
ping-of-death
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L bluestab

bluestab

/*BlueStah®

another DoS attack

m using control characters like <dot> or <tab> in
the device name, crashes some phones or causes
weird behavior
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/A BlueBump’

social engineering attack

m force authetication for benign task (even mode 3

-> mode 3 abuse)
m tell partner to delete pairing

m hold connection open
m request change of connection link key

m access unauthorized channels
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bluespoof

@ BlueSpooof”

social engineering attack
m try to clone a trusted device
m Device address
m Service records
m Emulate protocols and profiles
m Disable encryption
m Force re-pairing with devices trusting the clone
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Lhacking techniques
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bluedump

&3 BlueDump’

kind of brute-fore PIN attack

m theoretical paper:
http://www.eng.tau.ac.il/ yash/Bluetooth/
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© Bluetooone”

Enhancing the range of a Bluetooth dongle by connecting a

L LT T
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bluestalker

abuse GSM location tracking service

m use BlueBug to intecept SMS confirmation
message
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bluechop

m Brandnew attack

m Disrupts established Bluetooth Piconets
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Blooover - Bluetooth Wireless Technology Hoover
m Java-based toola for mobile phones
m J2ME MIDP 2.0 with bluetooth-API
m version Il new included attacks:
m BlueBug
HeloMoto
BlueSnarf
Malformed Objects

Br er

Bloooverll’

m 'rifinite.group X0
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blueprinting

Blueprinting™

Fingerprinting for Bluetooth
m based on the SDP records
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Bluetooth HoneyPot
® Runs on J2ME phones (with bluetooth-API)
m Imitates vulnerable phone
m Logs incoming attacks & device info
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bluetooth (in)security

‘—tools and more ...

[

carwhisperer

carwhisperer

m uses default pin codes to connect to carkits



bluetooth (in)security

‘—tools and more ...

[

carwhisperer

carwhisperer

m uses default pin codes to connect to carkits

m inject/record audio



bluetooth (in)security

‘—tools and more ...
L blooonix

blooonix

eBluounix"

Linux distribution for Bluetooth audits



bluetooth (in)security

‘—tools and more ...
L blooonix

blooonix

eBluounix"

Linux distribution for Bluetooth audits
m Linux-based Live CD



bluetooth (in)security

‘—tools and more ...
L blooonix

blooonix

eBluounix"

Linux distribution for Bluetooth audits

m Linux-based Live CD
m Contains all latest BlueZ utilities



bluetooth (in)security
L

‘—tools and more ...

L blooonix

blooonix

eBluounix"

Linux distribution for Bluetooth audits
m Linux-based Live CD
m Contains all latest BlueZ utilities
m Dedicated auditing tools for each vulnerability



bluetooth (in)security

‘—tools and more ...
L blooonix

blooonix

eBluounix"

Linux distribution for Bluetooth audits
m Linux-based Live CD
Contains all latest BlueZ utilities
Dedicated auditing tools for each vulnerability
Report generation
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iSee
dead devices

Blooonix”

... and hopeing Murphy's not around ;)
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