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Introduction

Secure coding is not simply getting behind it's keyboard and hack, it is
real engineering.

Why do bridges support trains for hundreds of years?

How could an Eiffel Tower swing several meters sideways in
the wind and still welcome thousands of visitors per day, without
harm?

Well engineering is taken serious. First there is an architectural model,
which will provide design plans (blueprints), only then construction
(implementation) can start.

Why shouldn’t we (IT people) adopt this procedure too?
Well we should!
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Architecture

A security architecture is the process of selecting design elements and
principles to match a defined security need. This implies to know how
secure the program should become !

A good security architecture can be applied many times, to many
applications and should serve as a framework for secure design decisions. A
good advice is to work with an architectural document, where the different
aspects are laid down.
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Design

Good design is the basis for an efficient software development process, as
it not only enables to build a good defensive basis into the software from
the beginning, but provides safe foundations for future extensions and
maintenance.

Secure design has to be elaborated thoroughly, the following steps being
typical efforts to perform.
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Principles of security design

@ Risk assessment
@ Risk mitigation
Risk assumption
Risk avoidance
Risk limitation
Risk planning
Risk acknowledgment and research
o Risk transference
o Work with a mental model
@ Define high-level techniques
@ Choose appropriate measures
e Background factors
o Business issues
o Cost-benefit analysis
e Methodologies

@ Evaluate the process
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Some special design issues

@ Retrofitting
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Some special design issues

@ Retrofitting
o Wrappers
o Interposition
o Maintenance
e Handle with the same care and scrutiny as new code
e Understand the security design spirit in place and follow it
o Learn how the program works (don't trust the manuals)
e Don't introduce new trust relationships
o Compartmentalization
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Implementation

Implementation

Unfortunately (already known since Morris's Internet Worm in early 1988)
the most common implementation flaw is still the buffer overflow. Here
some good implementation practices to fight them and others (of course).
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Operation

Traditionally in many companies, the development staff and the
operational staff are seperate and even sometimes thorough competitors.
As should have become clear till know this is a very bad approach.
Development and operations are two sides of the same coin.

Security is everybody's problem !

The operational level security measures can be seen as a layered system of
practices.
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Testing

About automation and testing, some useful automation tools to test the

finalized applications.

o Libsafe (prevents BOs during execution)
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Recent web application vulnerabilities

Platform: Web Application - Cross Site Scripting
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Title: epesi BIM Multiple Cross-Site Scripting Vulnerabilities
Description: epesi BIM is a PHP-based application for creating dynamic
Web applications. The application is exposed to multiple
cross-site scripting issues because it fails to properly sanitize

user-supplied input. epesi BIM 1.2.0 rev 8154 is vulnerable;
prior versions may also be affected.
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Web Application - Cross Site Scripting

PukiWiki Plus! Cross-Site Scripting

PukiWiki Plus! is an application which provides wiki
functionality to websites. PukiWiki Plus! is exposed to a
cross-site scripting issue because it fails to properly sanitize
web form entries. PukiWiki Plus! 1.4.7plus-u2-i18n and prior
versions are affected.
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CVE: CVE-2011-3839,CVE-2011-3838,CVE-2011-3837,CVE-2011-
3836,CVE-2011-3835
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Wouzly is a PHP-based blog application. Wuzly is exposed to
the multiple remote security issues. See reference for further

details. Wuzly version 2.0 is affected; other versions may also
be affected.
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Platform: Web Application
Title: OBM Multiple Remote Vulnerabilities

Description:  OBM is a messaging and collaboration application. The
application is exposed to multiple remote issues. 1) A local
file-include issue affects the "module” parameter of the
" exportcsv_index.php” script. 2) Multiple SQL injection
issues. 3) Multiple cross-site scripting issues. 4) An insecure
file permissions issue occurs because "test.php” is stored
with insecure permissions. OBM 2.4.0-rc13 is vulnerable;
other versions may also be affected.
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CVE: CVE-2011-4782
Platform: Web Application
Title:  PhpMyAdmin "$host” Variable HTML Injection

Description: phpMyAdmin is a web-based administration interface for
MySQL databases; it is implemented in PHP. The application
is exposed to an HTML injection issue because it fails to
properly sanitize user-supplied input to the " $host” variable.
phpMyAdmin versions 3.4.x prior to 3.4.9 are affected.
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BAD practices: Bastard Operator From Hell (BOFH)
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