" I#

° 7S
° 7s
o % #3
° 7s
o & '( )
. & ) ) #$
. ) 7%
o " *)
* % !
e _)
° %
c &
° & + #,,.% '$#S$
o + # % '$#"
° + #,,,,% 'S #%$
° + #,, % 'S HES
o + # % '$#-
° + # ., % '$#3
° + #...,% 'SHS
°o&" 0 ) 1*#S$
o 0 ) 1*#$
o 0 ) 1 *#%$
o 0 ) 1*#&$
° &% ' + ) 1*#$
o T + ) 1*#3
o ! + ) 1 *#%3$
o ! + ) 1 *#&$
o T+ ) 17#%
o && '
o &- +
. -2 )
|Il mn
3 ) ) 4 * * 1 )
4 5 4 6) 4 ) 55) ) )
) * 5* 1 + 1 *71
5* 4 + 1 + *
)
8/&4 * 9+ ) 51) 1
) ) ) 7 ( w4 +
9+ * 1
*1 ) (! ) < 41 8=14
9+ + 1 > > + 4
>+ > ) ) 2 ) # 8
1 $ ) / > +
2 >4 + ) 4 )
# $) ) 1 49+ * ) ((
* 4 + ) *
by + ) * 1 9 @ 4') '*4 A@
J=6 11 *1 ) 5@ * )i (!
A'@B ) C D5 D! +
4 ) + 1 * /
( 5* 1 L) ) < @ 414) ;<>
1= 5* 4 ) ! ) 5* 415
* 1 5 * 41 *
)) 5@ ) s s c
*1 <*> 1 /8
( ) 1 + I+ 4 ( 4 <!l
1* /84 *1 (s (
)1 4 ) * 4
D)) 4 ) 1 *1) # 4
) $ c
/=4 + ) 4 4* 4 CcC +
+ ) 5* A # + ! JE %
# 4 $)) ) 4 (+ E(
E! + E ,8= 1) )

$ %

&



+

5% ( 4 - + + ) 1

Q' Shared key with Peter

f Shared key with Paul

ﬁ Shared key with Mary

L]
L ]
L ] L
#
) )
* 5 * + * I+ *0* 41 * 1
| * 4 + * +) *(
1 * 1 + *
# *$
° .
*
1 ) *
o * 7 > *
+ x|
° 7 1 > 4+ % +) 1 >
* 4 + 1 1
# 5 $
)
5
( ) 5* + * 4
1 ! 5% )
# %4 1 4* 1 ) 4 )1 y*
) ) *
* #$
o '(# $
° )
$ "%
5* ) + o T 41
* + 1 1 ]
4 * 4 + 4 1 0+ =

$% &'



Peter's
Public key / | %7

Cgtel 1+ 1,
B 45k

> » ; : }nr:nzp.j

Sender:

Internet

- - { (gl I+ 1, B
Bam-kSkegd
CagnZ e

Peter's
Private key

&() "
( ) 5 * #$7? + E 4

1
+ #) 3¢+ 1 | # $

;-ii o Plateforme d’apprentissage CASES ::: = Firefox
File Edit WMiew History Bookmarks Toaols Heip

ﬁ - - @ -ﬁ ﬁ - ‘= 'G_ https:iielearning.cases.W/LCMSAndaxFR.php ﬂJ |P-| .\,'l;-'- Wikipe

- Joonafoit e SECUrire ded: Iﬂfﬂrmﬂhﬂn
ey T YIS

o mllllillaa,m

SN .

Bienvenue sur la plalefurme
d'apprentissage Cases.
* DD) D D 1+ + ) 4 5 4
) 14 1 4 14 ) )
1 F1 D D 1 D 4D *
) 11 1! * *1
5* * ) 4 ) 5* 1
4 * 5
11 5% ? ) 4
=) ( C 1 * 4
ol 5
*
1 *
% ) * 1 > 5*
& ) 5 *
- ) *
$ n

$ " $% &



Dear Thomas

This is our Peter's
Company's Private key

Internet
w0t
OK, ltis ] Peter's
Peter's | Cor Public key :
Message... - g

Creating and verifying a digital signature

Calculate Encrypt the hashcode with
hashcode private key of the sender

/"'_"-nt

|1D1 1...10101 |

10101)
|

F101 1.,
|

signed document

Creation of a digitally
> (sender)

Digitally signed |
document |

|1011...10101| I
I

Decrypt the signature  \
Calculate ' with the public key of Verifying the
hashcode the sender digital signature
>' (receiver)

I1D11...1010‘II — I1D11...101U1I
I —

J

If the calculated hashcode does not match the result of the decrypted signature, either the document was
changed after signing, or the signature was not generated with the private key of the alleged sender.
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This certificate helongs to:
Chan Tai Man

trrchan @yyz.com

This certificate was issued by
ABC Certificate Authority
cafabc.com

Serial Number: 03.F1.A4

This certificate is valid from 1 Apr 1999
to 1 May 1999,
Certificate Fingerprint:
OF:E3:ALZF2DEAD G441
A4:C5.B5.BCO5 8AEC YT

) #($ 1 ) )
( ) )

Keapar:

Miss C.A.

/" Thomas's ™
Public key
o0
.8 W
" Peter's ks
Fublic keys
(XX
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I'Economie et | | General m
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de la sécuritd 5
Qaibssctia s This certificate has been verifled for the following uses: veuillez indiquer ci-dossous
Communication 551 Seryer Cenificate cliquer sur OK
Tudor et le
Supérieur et d Issued To
elearning & Comman Name {CH) = cases.lu oK
luxembourgeod - —I
Ciganization (O} Ministry of the Economy and Foreign Trade
Clest ainsi qu Organizational Unit {OU) CASES Luxembourg
libte et graty Serial Number 05:90
pratiques de sé Issued By y mal de passe
Deux profils Comman Name (CH) LuxTrust Normallsed CA
besoins des cit Crganization (O) LuxTrust s.a
Le premier vis Organizational Unit (OU) <MNot Part Of Certificate=
dans In mise ey
quotidien. Validity
Le second cibl Issued On 02/03/07
des entreprise Explres On 02/03/12
sicurite ot des Fingerprinta
Si vous N aves SHAL Fingerprint OF:BC:C5:5A:09:ES:FA1LFEBGE0:1B:6A: T4DFE2:D1E:11:18
proposons de MO Fingerprint 2C:0BEL:DC:2D:EABEIADBE FBIDS:DB6E:2B:36:A3 n d"AnaXacora
valide qui sern
accéds au contel —
a-mail vous permaottant de spécifier votre mot de passe.
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[Certificate:

Data:

Version: 2 (@x2)
1424 [Ox59@)

& (

Serial Number:

Signature Algorithm: shalWithRSAEmcryption

Issuer: C=LU, O=LuxTrust s.a, CN=LuxTrust Normalised CA

Validity

Not Befora: Mar
Mar

WNot After

Subject Public Key Info:

2 11:07:48 2007 GMT
2 11:07:48 2012 GMT
Subject: CsLU, STsLuxembourg, LsLuxembourg, O=Ministry of the Economy and Foreign Trade, OU=CASES Luxembourg,
CN=* . cases, lu/enailiddress=pstacases. lu

Public Key Algorithm:
RSA Public Key:
Mogulus (2048 bit):

a9 :
2d:
b
da:
EleH
da:
Oa:
fc:
b2
3d:
Gb:
d2:
2b:
a7:
36:
Q¢
1d:

72:25
Exponsnt: 65537 (Ox10801)
XEBSyT extenslons:

da;
£5;

k1

Qi
oz
fe
Bd:
fad:
2d;
13:
s
Eb:
od
43
1G:
-8
a7

a4
26:
e
a:
0g:
ch:

5¢

ed:
c8:

41

b
95
52
57
fa:

af

£a:

1lc
3f

a7
2B

il

Bl
i
el
e8;
11be
=B
57
Th:
(=[]
&5
ifa:
cf:

1181
1d:

ec

1o
(HD:
T6:
d5:

3c

27
c3:
CEH
da:
a4a:
ELH
fa:
39:
fd:

rsakEnc ryption
(2848 bit}

&e
ac
=31

B3:
fé:
1d5:
fe:
de;
d&:
BB
HEl
IT:
df:
a7:
la:
=+ 8

28:

Ba:
Cis
40
13
Bd:
5f:
be:
a4 :
ar:
2o
1a:
aa:
ab:
peds
121
o
0a:

96
ald:
73
27
T
fels
a5
2f:
e3:
2f:
al:
5B
B2
da:
43:
142
2C4

24
6f:
efi:
65:
ed;
652
04
de:
03:
EH
5h:

ar

d5:
af:
180
144
41:

Bf
bl

15:

¥509v3 Baslc Constraints: critical

CAFALS

Suthority Information Access:
- URI:http:/focsp, luxtrust . lu
CA Issuers

0Ccsp

E

54
dc:
Ac:
(5*H
EH
as;
le:
T2
68
ikl
CEH
ac:
B
74
HE

Ba:
67:

&b

1a:
cS3:

14

e%;
a4
Sb:

dc
39

c2:

14
dl

c9:

de:
HT-H

9
i
b9:
g
67
Hr-H

107
ad:
189
1al:
19e:

o8

BY:
L EH
Hs - H
B63:
cO;
42
fd:

bb
b2

26
oE:
ca
96:
d9:

10;
BG:

95:
e = a8
CLH
f3:
44;
Tb:
87:
i
CC:
rad:
il e

f5:
27:

B5:
1cs
cd:
la:

BT
Bf:
bl;
19:
69
(=1
Ik
=i
67
HTE
cb:
b

- URI:http://ca. luxt rust , Wu/LTNCA crt

A509vy3 Certificate Policies:

Policy: 1.3.171.1.1.2.2.1

User Notice:
| Explicit Text: LuxTrust Server Certificate.Not supported by 5SCD, Key Gensration by Subscriber. GTC, CP
land CPS on http://repository.luxtrust.lu

CPS: http://repository.luxt rust ., 1uf
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