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Peter's
Public key j |

| g% 1+ 1,
B3R5k g0
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Sender:

Internet
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Peter's
Private key
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Peter's
Message...

Dear Thomas

This is our

Company's
proposal..,

Dear Thomas

This is our )
Company's

Peter's

Public key

Dear Thomas

This is our
Company's
proposal...

Internet

o

<0
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Creating and verifying a digital signature

B Calculate Encrypt the hashcode with
. hashcode private key of the sender
= |1011,,.10101| |1011...101D1|

Creation of
signed doc!
(sender)
= Digitally signed |
| [com— document |
| = oi1...10101) I
I
e |
Decrypt the signature
Calculate ' with the public key of Verifying the
hashcode the sender digital signa
o (receiver)
11011...10101] s 1011...10101
I —

If the calculated hashcode does not match the result of the decrypted signature, either the document was
changed after signing, or the signature was not generated with the private key of the alleged sender.
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Keeper

Miss C.A.

1. Request
Thomas
Thomas's i \
Public keys LR
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- Peter's
T - Public keys :
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John's
Public keys
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Petar's
Public key
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Keeapear:

Miss C.A.

This certificate belongs to:
Chan Tai Man

trchanigyyz.com

This certificate was issued by
ABC Cerificate Authority
caf@abc.cam Thomas's
Serial Number; 03.F1.44 Public key
This certificate is valid from 1 Apr 1999
to 1 May 1999,
Certificate Fingerprint:
OF E3ASF3DEAS34:41:
54:C5 B3 BCA5BAEC ST

Petar's
FPubfic keys
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Bienvenue
d'apprentissage Cases.
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[Recherche en
Communication
Tudor et le

Supérieur et d
e-learning  a
luxembourge o

Clest ainsi oqug
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quotidien.
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des entreprise
securitd et des
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valide qui sern
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View History Bookmarks

112 Plateforme d apprentissage CASES ::: - Firefox

Toaois Help
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| General [Details|

This certificate has been veriflied for the following uses:

CASES

LUXEMBOURG

2

veuillez indigquer ci-des:

LuxTrust Normalised Ca
LuxTrust 5.8
=MNot Part Of Centificate=

Commaon Name (CH)
Organization (O}
Organizational Unit {OU)

Valldity
Issued On Q270307

Expires On 02/03/12

Fingerprints

SHAL Fingerpring OF:BC:C5:5A:D9:E5:FA 1A FERE:B01B:6A: T4 DF E2:D3:1E:11:1B

MDS Fingerprint 2COBELDC: 2D:EABEADGE.FB:D5:DE.BE:2B:36:43

cliquer sur OK
Issuad To

Common Mame {CN) *.cases.du

Organization (O} Ministry of the Economy and Foreign Trade

Organizational Unit {OU) CASES Luxembourg

Serial Number 05:90

Issuad By yoire mot de pases

n d'AnaxXagars

e-mail vous permettant de spécifier volre mot de passe.

Tres bonne navigation.

I aeleaming.casas.lu
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[Certificate:
Data:
Version: 3 (0x2)
Serial Mumber: 1424 (8x590)
Signature Algorithm: shalWithRSAEnCcryption
Issuer: C=LU, O=LuxTrust s.a, CN=LuxTrust Normalised CA
Validity
ot Before: Mar 2 11:87:48 2007 GMT
Mot After : Mar 2 11:07:48 2012 GMT
Subiect: CslU, STsLuxembourg, LsLuxembourg, O=Mindistry of the Economy and Foreign Trade, OU=CASE
CH=* . cases.lufenailiddress=psi@Ecases. lu
Subject Public Key Info;
Public Key Algorithm: rsaEncryptilon
RSA Public Key: (2848 bit}
Modulus (2048 bit):
00:da;34:1c;18:83:02:95; 2454 :858:c9;:38:95:85;
2d:85: 2837 1d:f6;c7:80: 6T :4c0a: 68T a0 1
GoibldeeT ec:d5dn: T3 e6:890 687 1de BY 1a5cd;
da:59d; el lb:fe:13:27:65:6b;ab:66:d3:73: 1a;
el 92007689 deBd: f@:ed:d3; 1a:15:da; 44 i,
d8:0e;ch:61:T6:d8:57:f1:65:82:c5: 9:63:7b:BT;
QB 5072 d5:60:be:05:04:1e; 14:35: 98787
To:fdieZiel 3c:7hrad ;2 de: 73,88 09:42,73:b1;
52:9d;c8;:e8: 2777 aT:23;03:68: 44 7 Tdicc: 19
Ad:13:41:1b:c3:df (2027 :63:75: 5067 b6 ad:69;
G 770028 03:97:10:81: 502940 Ve:b2 7o aa;
d2:8b:;96:57 :da: la:aa:58: 87 ac: fd:3b:96:57: 77
2b:94: 52 Thiea:0brab: 52:d5:51:39:07:26: f5: 3T,
67:43:57:6c:30:6c g0 daaf: Té:cdad 882767,
36:1%;f0:e5:T8:ec: 21:43:0f2C:62:89:3b;ca 67
QcieB6f:Ta:39:b1:cd:11:bl 4414 a0:10:96:ch;
ld:@7;cacf:Td:28:08:2c:15:41:d1:92:80:d9:b1;
72:25
Exponent: 65537 (Qx10661)
X509y3 extensions:
K509v3 Baslc Comstraints: critical
Ch:FALSE
Authority Information Access:
OCSP - URI:http://focsp, luxtrust.lu
Ch Issuers - URL:htip://ca. luxtrust  Lu/LTHNCA.crt

X509v3 Certificate Policies:
Policy: 1.3.171.1.1.2.2.1
User MNotice:
[ Explicit Text: Luxlrust Server Certificate.Not supporied by S8CD, Key Generation by
land CPS on http://repository. luxtrust . lu
[ CPs: http:!freuﬂsitury.luxtruSt.ld

HH
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