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Incident 

Management
in the context of an Information Security 

Policy

Master in Information System Security Management

2
IM (2 & exam) - PolSec - MISSM - uni.lu 



Part 2
Incident reporting, handling and resolution
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Reporting
Following: ENISA – Incident Management Guide
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Handling
Following: ITU-T E.409 – Incident organization and 

security incident handling
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Resolution Cycle
Following: ENISA – Incident Management Guide
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Incident resolution cycle
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(I) Data analysis - collection

 Information to get from the reporter:

 detailed contact information 

 detailed description of the incident

 incident classification suggested by the incident 

reporter

 logs

 the exact time of the incident

 operating systems and network setup

 security systems setup (eg, antivirus software or 

firewall)

 incident severity (in the incident reporter’s opinion)
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(I) Data analysis - correlation

 Monitoring systems:

 information related to the IP addresses involved in 

network monitoring systems (e.g., netflow database). 

 Referring database:

 check if this kind of incident or this incident reporter 

are already in your incident database.

 Other sources:

 relevant log-files (routers, firewalls, proxy servers, 
switches, web application, mail servers, DHCP 

servers, authentication servers, etc.).
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(II) Research resolution

 Based on analysis, team brainstorming 

on resolution

Avoid the pitfall of perfectionism 

 Sometimes a quick response has the 
same or a higher value than a 
comprehensive and complete 

understanding
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(III) Actions - preparation

Prepare a set of concrete and 
practical tasks for each party 

involved 

Remember to adjust your 

language
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(III) Actions - internal

Attack target

 How to stop and mitigate an ongoing attack: 

 turn off a service

 check the system for malware

 patch a system or an application

 perform or order an audit if you are not able 
to improve your system security yourself

 How to deliver more data:

 concrete practical instructions (e.g. how to 
obtain a full e-mail header)
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(III) Actions - external

 ISP/ICP 

 To collect, save and archive data. 

 To monitor network traffic related to the 
case and inform you if something 
important happens. 

 To filter network traffic in the case of an 
ongoing attack if such filtering can help 

to stop or mitigate it. 
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(III) Actions - external

CERTs 

 To contact the local ISP/ICP within its 
constituency

 To ask for advice on how to deal with an 
incident

 Law enforcement:

 To follow a case if it is significant (e.g. you 
suspect organised crime activity)

 To assist the reporter of a crime if an incident is 
to be reported to the police 
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(IV) Monitor performance

Basic rules for monitoring the 
performance of actions: 

 Is the attack target’s service turned off?

 Is the attack target’s service still 

vulnerable?

 Is the traffic which should be filtered still 

visible in the network?
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(V) Recovery

Recover or restore to normal the 
service that was attacked during 

the incident
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Incident closure, lessons learned & 
improvements
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CYBERSECURITY 

LUXEMBOURG
The Luxembourg Cybersecurity Ecosystem

20 years of creating a culture of security

for economic and social prosperity
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Photo by Julie Edgley - Creative Commons Attribution-ShareAlike License  https://www.flickr.com/photos/30884221@N02 Created w ith Haiku Deck

“I LOVE YOU” VIRUS (2000)

WHERE IT ALL STARTED
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TOWARDS A CULTURE OF SECURITY

OECD GUIDELINES FOR THE SECURITY OF INFORMATION SYSTEMS AND NETWORKS (2002)
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TODAY
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NATIONAL STRATEGY

2021-2025

 Objectives

1. Building trust in the digital 
world and protection of 
human rights online 

2. Strengthening the security and
resilience of digital 
infrastructures in Luxembourg 

3. Development of a reliable, 
sustainable and secure digital 
economy

 Governance Framework

 Preparedness & Response

 Education and Awareness

 Research & Development
National Cybersecurity Strategy IV
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NATIONAL GOVERNANCE 26
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AUTHORITIES & REGULATORS

• CIP Critical Infrastructure Protection
(loi du 23 juillet 2016 portant création d'un Haut-
Commissariat à la Protection nationale)

• GDPR General Data Protection 
Regulation
(loi du 1er août 2018 portant mise en place du régime 
général sur la protection des données)

• NIS(2) Network and Information Security
(DORA)
(loi du 28 mai 2019 portant transposition de la directive 
NIS)

• PSDC Prestataires de Services de 
Dématérialisation ou de Conservation 
(loi du 25 juillet 2015 relative à l’archivage 
électronique)

• PSF Professionnels du Secteur 
Financier de Support 
(loi modifiée du 5 avril 1993 relative au secteur 
financier)

=> more on cybersecurity.lu
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PREPAREDNESS & RESPONSE

PUBLIC-PRIVATE COOPERATION IN ACTION
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PREPAREDNESS & RESPONSE

PIU CYBER
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DDoS Scrubbing Center
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EDUCATION & RESEARCH 30
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Protecting the 

private sector
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WE SUPPORT
WE FOSTER
WE SERVE 

Health

Citizens

Industry

Education Defence

Research

NIS

Privacy

and 
more

WE HOST

Startups

Municipalities



National Cybersecurity 
Competence Centre

 Competence and Capabilities 
Building

 Ecosystem and 
Industrialisation

 Research, Data and 
Innovation

 NCC-LU



Computer Incident Response
Center Luxembourg

 CSIRT (Incident Coordination 
and Incident Handling)

 Cyber Threat Intel and support 
tools

 CSIRT NIS



“Digital security risk should be treated like an economic rather 
than technical issue, and should be part of the organization’s 

overall risk management and decision-making”
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Cybersecurity for Europe

 The 3 strategies shaping EU’s cyber future

 “Team cyber” for Europe

 Horizon & Digital Europe Programmes

 ECCC, the Network & the Community
a bottom-up approach to achieve cybersecurity 
excellence for Europe
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Strategy for Shaping 

Europe’s Digital Future
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European Security Union 

Strategy
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EU Cybersecurity Strategy

1. Resilience, technological 

sovereignty and 

leadership

2. Building operational 

capacity to prevent, deter 

and respond

3. Advancing a global and 

open cyberspace through 

increased cooperation

 NIS2, ECCC, cybersecurity 

shield (SOC), DIHs

 ENISA, CERT-EU, JCU, 

Defense Fund

 Cyber Diplomacy, UN AHC, 

EUCybernet
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“Team cyber” for Europe

 NIS Coordination Group

 CSIRT Network

 CyCLONe (Cyber Crisis Liaison 

Network)

 The Network (NCCs)

 The Community (Research, 

Academia, Industry & Civil 

Society)
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ECCC missions
Cybersecurity is a common responsibility and effort, only together can we 
achieve to cybersecure the EU 

 Strengthen EU's leadership and strategic autonomy on cybersecurity 
by developing the EU’s capacities and capabilities of the Digital Single 
Market;

 Support and foster research, innovation and technological
developments, for the resilience of systems, including critical 
infrastructure as well as commonly used hardware and software;

 Encourage and coordinate training activ ities, to ensure that everyone 
in Europe has access to the university and life-long-learning courses, 
as well as to motivate young people to go for a cybersecurity career 
and support efforts that address the gender gap; and

 Increase the global competitiveness of the EU’s cybersecurity industry, 
ensure high cybersecurity standards throughout the EU and turn 
cybersecurity into a competitive advantage.
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Exam
Homework / Exercice

IM (2 & exam) - PolSec - MISSM - uni.lu 

44



Threat 

Observatory
By NC3 – National Cybersecurity Competence 

Centre
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2022 IV – Quarterly Bulletin
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https://nc3.lu/pages/b2022/q4/b2022q4.html
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Exercise

 Choose and understand the threat actor

 Identify and select relevant counter-measures
(ISO 27002:2022 controls)

 Define implementation

 In-house: resources (processes, budget, HR, tools, 

services, etc.)

 Out-sourced: partners from the ecosystem

 Describe and argument your choices/decisions

 MAX 3-4 pages

48
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Toolbox

 NC3 Threat Observatory

 MISP Galaxies

 ISO 27002:2022

 Cybersecurity Luxembourg Ecosystem

 all other resources you see relevant

49
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MISP (galaxies)
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https://www.misp-project.org/galaxy.html



ISO 27002:2022 
Information security, cybersecurity and privacy 

protection – Information security controls
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Overview
Themes

The categorisation of controls given in Clauses 5 to 
8 are referred to as themes:

a) people, if they concern individual persons;

b) physical, if they concern physical objects;

c) technological, if they concern technology;

d) otherwise they are categorised as 
organisational.
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Overview
Attributes (1)

Each control has been associated with five attributes with corresponding 
attribute values, as follows:

1) Control type is an attribute to v iew controls from the perspective of 
when and how the control modifies the risk with regard to the 
occurrence of an information security incident. 

2) Information security properties is an attribute to v iew controls from 
the perspective of which characteristic of information the control 
will contribute to preserv ing. 

3) Cybersecurity concepts (ref. ISO/IEC TS 27110)

4) Operational capabilities is an attribute to v iew controls from the 
practitioner’s perspective of information security capabilities. 

5) Security domains
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Overview
Attributes (2)

Cybersecurity concepts 
attribute values consist of: 

➢Identify, 

➢Protect, 

➢Detect, 

➢Respond, and 

➢Recover.
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CYBERSECURITY 

LUXEMBOURG
The Luxembourg Cybersecurity Ecosystem
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Thank you for 

your attention
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CISO community space
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https://lhc.lu/service/luxchat
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