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Incident 

Management
in the context of an 

Information Security Policy

Master in Information System Security Management

2
PolSec - IM - MISSM - uni.lu 



Part 0
Luxembourg and EU cybresecurity ecosystem
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CYBERSECURITY 

LUXEMBOURG
The Luxembourg Cybersecurity Ecosystem

20+ years of creating a culture of security

for economic and social prosperity

4
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Photo by Julie Edgley - Creative Commons Attribution-ShareAlike License  https://www.flickr.com/photos/30884221@N02 Created with Haiku Deck

“I LOVE YOU” VIRUS (2000)

WHERE IT ALL STARTED
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TOWARDS A CULTURE OF SECURITY

OECD GUIDELINES FOR THE SECURITY OF INFORMATION SYSTEMS AND NETWORKS (2002)
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TODAY
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National Strategy IV (2021-2025)

 Objectives

1. Building trust in the digital world 
and protection of human rights 
online 

2. Strengthening the security and
resilience of digital 
infrastructures in Luxembourg 

3. Development of a reliable, 
sustainable and secure digital 
economy

 Governance Framework

 Preparedness & Response

 Education and Awareness

 Research & Development
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National governance
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membre of the 
CSIRT Network

membre of the 
CSIRT Network

membre of the 
NCC Network

membre of 
CyClone

membre of 
NIS CG



Authorities & Regulators

• CIP/CER Critical Infrastructure Protection
(loi du 23 juillet 2016 portant création d'un Haut-
Commissariat à la Protection nationale)

• GDPR General Data Protection 
Regulation
(loi du 1er août 2018 portant mise en place du 
régime général sur la protection des données)

• NIS(2) Network and Information 
Security
(DORA)
(loi du 28 mai 2019 portant transposition de la 
directive NIS)

• PSDC Prestataires de Services de 
Dématérialisation ou de Conservation 
(loi du 25 juillet 2015 relative à l’archivage 
électronique)

• PSF Professionnels du Secteur 
Financier de Support 
(loi modifiée du 5 avril 1993 relative au secteur 
financier)
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Public-private cooperation 

in Response
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LU CERT community



National Preparedness
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PIU - Plan d’Intervention d’Urgence

DDoS Scrubbing Center



Education and Awareness

 Master in Information 
System Security 

Management

 Erasmus Mundus Joint 

Master in Cybersecurity

 Master in Cybersecurity and 
Cyber Defence

 BTS cybersecurity
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Research & Development
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https://www.list.lu/


Research & Development
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Research & Development
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Protecting the 

private sector
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“Digital security risk should be treated like an economic rather 
than technical issue, and should be part of the organization’s 

overall risk management and decision-making”
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Host for all types of 
cybersecurity-related 
activities

Incident Response & 
Cyber Threat
Intelligence

Competence & Capacity
Building
Research & Innovation
Market Intelligence

p
ar

t 
o
f

The national cybersecurity
brand and ecosystem

member of the NCC Network

member of the CSIRT Network
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WE SUPPORT
WE FOSTER
WE SERVE 

Health

Citizens

Industry

Education

Research

NIS(2)

Privac
y

and 
more

WE HOST

Startups

Municipalities

Finance

Defence

Luxembourg House of Cybersecurity
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LUCYA

The first LUxembourg CYbersecurity Accelerator
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 Cybersecurity as a diversification asset contributing to the 

vitality of the Luxembourg economy

 Operated by

in partnership 
with



Expertise, mentoring & 
residency

Access to funding (LU, EU, 
INT)
Communication,
Events and
Community
Outreach & 
international development

1
2
3
4

LUCYA’S 4 PILLARS



National Cybersecurity 
Competence Centre

Competence and 

Capabilities Building

Research, Data and 

Innovation
NCC-LU
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LU-CID

Luxembourg Cybersecurity Innovation & Development (Funding 

Programme)
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 Promote and support Innovation in Cybersecurity contributing 

to the competitiveness of the Luxembourg economy

 Operated by

in partnership 
with



LU-CID (2)
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 2 rounds of calls opening Q1 

& Q4 2024

 Target audience: 
  SMEs and start-ups established in 

Luxembourg

 Projects topics:
  Technical and non-technical 

cybersecurity solutions

  Affordable cybersecurity 
assessment or testing tools & 
services

  Sustainable open-source 
business models

  Development of cybersecurity 
skills for SME’s

 Maximum amount of funding 
per project: 60’000 €
  50% EU / 50% LU



LU-CID (3)

 First LU-CID call - LU-CID-2024-01

  Opening:   05/2024

  Submissions:   09/2024

  Assessment period:  10/2024 – 11/2024

  Funded projects “runtime”: 11/2024 – 05/2025 (6 months)

 Second LU-CID Call - LU-CID-2024-02

  Opening:   11/2024

  Submissions:   01/2025

  Assessment period:  02/2025 – 04/2025

  Funded projects “runetime”: 05/2025 – 10/2025 (6 months)
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Computer Incident Response
Center Luxembourg

 CSIRT (Incident Coordination 
and Incident Handling)

 Cyber Threat Intel and support 
tools

 CSIRT NIS
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https://typosquatting-finder.circl.lu/
https://lookyloo.circl.lu/
https://pandora.circl.lu/
https://www.circl.lu/urlabuse/
https://misp-project.org/
https://ail-project.org/
https://ail-project.org/
https://misp-project.org/
https://pandora.circl.lu/


Your gateway to Cyber Resilience



Cybersecurity for Europe

 The 3 strategies shaping EU’s cyber future

 “Team cyber” for Europe

 Horizon & Digital Europe Programmes

 ECCC, the Network & the Community
a bottom-up approach to achieve cybersecurity 
excellence for Europe

PolSec - IM - MISSM - uni.lu 

30



Strategy for Shaping 

Europe’s Digital Future
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European Security Union 

Strategy
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EU Cybersecurity Strategy

1. Resilience, technological 

sovereignty and 

leadership

2. Building operational 

capacity to prevent, deter 

and respond

3. Advancing a global and 

open cyberspace through 

increased cooperation

 NIS2, ECCC, cybersecurity 

shield (SOC), DIHs

 ENISA, CERT-EU, JCU, 

Defense Fund

 Cyber Diplomacy, UN AHC, 

EUCybernet
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“Team cyber” for Europe

 NIS Coordination Group

 CSIRT Network

 CyCLONe (Cyber Crisis Liaison 

Network)

 The Network (NCCs)

 The Community (Research, 

Academia, Industry & Civil 

Society)
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ECCC missions
Cybersecurity is a common responsibility and effort, only together can we 
achieve to cybersecure the EU 

 Strengthen EU's leadership and strategic autonomy on cybersecurity 
by developing the EU’s capacities and capabilities of the Digital Single 
Market;

 Support and foster research, innovation and technological 
developments, for the resilience of systems, including critical 
infrastructure as well as commonly used hardware and software;

 Encourage and coordinate training activities, to ensure that everyone 
in Europe has access to the university and life-long-learning courses, 
as well as to motivate young people to go for a cybersecurity career 
and support efforts that address the gender gap; and

 Increase the global competitiveness of the EU’s cybersecurity industry, 
ensure high cybersecurity standards throughout the EU and turn 
cybersecurity into a competitive advantage.
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Part 1
Information Security Policy 

→ THE tool for today’s (C)ISO ← 
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Introduction

To protect its assets (information and systems) on a 
daily basis an organisation has to: 

 organise its security by documenting the 
countermeasures or controls to protect the 
confidentiality, integrity and availability of the 
assets, in a security policy, 

 with the prime goal to manage and reduce its 
risks. 

PolSec - IM - MISSM - uni.lu 
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Definitions
 Asset : 

 anything that has value to the organization. 

In the context of information security, two kinds of assets can be 
distinguished:

- the primary assets:

- information;

- business processes and activities;

- the supporting assets (on which the primary assets rely), e.g.:

- hardware;

- software;

- network;

- personnel;

PolSec - IM - MISSM - uni.lu 
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Definitions

 Control : 

 measure that maintains and/or modifies a risk

Controls include, but are not limited to, any process, policy, 
device, practice or other conditions and/or actions which 

maintain and/or modify risk.

NOTE 1: Controls may not always exert the intended or assumed 

modifying effect

NOTE 2: Control is also used as a synonym for safeguard or 

countermeasure. 
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Definitions
 Process

 set of interrelated or interacting activities that uses or transforms 
inputs to deliver a result

 Policy

 intentions and direction of an organization, as formally expressed by 

its top management

 Procedure

 specified way to carry out an activity or a process
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Information security policy 

 defines the business rules, principles and 
standards defining the organisation's approach 
to managing information security, provides 
management direction and support for 
information security in accordance with business 
requirements and relevant laws and regulations, 

 defines controls to be implemented to meet the 
requirements identified by a risk assessment, 

 needs approval by the highest level of 
management.
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Sources to start with... 
1. One source is derived from assessing risks of the 

organisation : 

 Risk = Vulnerability * Threat * Impact 

2. Another source is the legal, statutory, regulatory, and 
contractual requirements that an organisation, its 
trading partners, contractors, and service providers 
have to satisfy, and their socio- cultural environment. 

3. A further source is the particular set of principles, 
objectives and business requirements for information 
processing that an organisation has developed to 
support its operations. 

4. Finally, already happened incidents and their lessons 
learned are often a very useful source too.

PolSec - IM - MISSM - uni.lu 

42



even before…

 Before one can identify, quantify, and prioritise risks 
it is a good practice to identify the organisation's 
important/critical assets on which the risks appose 

(→ asset management/classification)

Examples are: 

 business critical information, 

 physical and logical resources (filing cabinet, 
computers, network equipment, software...), 

 staff(most important and critical resources!), 

 image, reputation

 know-how, "business" intelligence
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Complete management 

lifecycle 

Risk 
assessment

Security 
Policy

Control 
Framework

Policies

Procedures

Standards

Guidelines

Evaluation

Audit
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ISO/IEC 27002:2022 
Information security, cybersecurity and privacy protection – 
Information security controls
formerly known as “Code of practice for information security controls“ (2013)

This document provides a reference set of generic information security controls including 

implementation guidance. This document is designed to be used by organizations:

a) within the context of an information security management system (ISMS) based on ISO/IEC 
27001;

b) for implementing information security controls based on internationally recognized best 
practices;

c) for developing organization-specific information security management guidelines.

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document 
are controls that modify risk, while others maintain risk. This document provides a generic mixture of 
organizational, people, physical and technological information security controls derived from 
internationally recognized best practices.

Life cycle considerations

 Information has a life cycle, from creation to disposal. The value of, and risks to, information can 
vary throughout this life cycle (e.g. unauthorized disclosure or theft of a company’s financial 
accounts is not significant after they have been published, but integrity remains critical). 

 Information systems (and other assets) have life cycles within which they are conceived, 
specified, designed, developed, tested, implemented, used, maintained and eventually retired 
from service and disposed of. 

 Information security should be considered at every stage. 

 New system development projects and changes to existing systems provide opportunities to 
improve security controls while taking into account the organization’s risks and lessons learned 
from incidents.
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ISO 27001:2022 
What has changed?

PolSec - IM - MISSM - uni.lu 

46



New Name

ISO/IEC 27001:2013 

Information technology 

– Security techniques

– Information security 

management systems 

– Requirements 

ISO/IEC 27001:2022

Information security, 
cybersecurity and privacy 

protection 

– Information security 

management systems 
– Requirements 
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New relevant requirements – 4.2 

ISO/IEC 27001:2013
4.2 Understanding the needs and 
expectations of interested parties

The organization shall determine:

a) interested parties that are 
relevant to the information security 
management system; and

b) the requirements of these 
interested parties relevant to 
information security.

ISO/IEC 27001:2022
4.2 Understanding the needs and 
expectations of interested parties

The organization shall determine:

a) interested parties that are 
relevant to the information security 
management system;

b) the relevant requirements of 
these interested parties;

c) which of these requirements will 
be addressed through the 
information security management 
system.
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More focus on processes – 4.4

ISO/IEC 27001:2013

4.4 Information security 
management system (ISMS)

The organization shall 
establish, implement, maintain 
and continually improve an 
information security 
management system, in 
accordance with the 
requirements of this 
International Standard.

ISO/IEC 27001:2022

4.4 Information security 
management system (ISMS)

The organization shall 
establish, implement, maintain 
and continually improve an 
information security 
management system, 
including the processes 
needed and their interactions, 
in accordance with the 
requirements of this 
document.
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New requirements for 6.2

ISO/IEC 27001:2013
6.2 Information security objectives and 

planning to achieve them

The organization shall establish information 

security objectives at relevant functions and 

levels.

The information security objectives shall:

a) be consistent with the information security 

policy;

b) be measurable (if practicable);

c) take into account applicable information 

security requirements, and results from risk 

assessment and risk treatment;

d) be communicated; and

e) be updated as appropriate.

ISO/IEC 27001:2022
6.2 Information security objectives and planning to 

achieve them

The organization shall establish information security 

objectives at relevant functions and levels.

The information security objectives shall: 

a) be consistent with the information security policy;

b) be measurable (if practicable);

c) take into account applicable information security 

requirements, and results from risk assessment and 

risk treatment;

d) be monitored;

e) be communicated;

f) be updated as appropriate;

g) be available as documented information.
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New requirements

6.3 Planning of changes

When the organization determines the need for 
changes to the information security management 
system, the changes shall be carried out in a 
planned manner.
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New requirements for 7.4

ISO/IEC 27001:2013
7.4 Communication

The organization shall determine the need for 

internal and external communications 

relevant to the information security 

management system including:

a) on what to communicate;

b) when to communicate;

c) with whom to communicate;

d) d) who shall communicate; and

e) the processes by which communication 

shall be effected.

ISO/IEC 27001:2022

7.4 Communication

The organization shall determine the need for 

internal and external communications 

relevant to the information security 

management system including:

a) on what to communicate;

b) when to communicate;

c) with whom to communicate;

d) how to communicate.
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New requirements for 8.1

ISO/IEC 27001:2013
8.1 Operational planning and control

The organization shall plan, implement and control 

the processes needed to meet information security 

requirements, and to implement the actions 

determined in 6.1. The organization shall also 

implement plans to achieve information security 

objectives determined in 6.2.

The organization shall keep documented 

information to the extent necessary to have 

confidence that the processes have been carried 

out as planned.

The organization shall control planned changes and 

review the consequences of unintended changes, 

taking action to mitigate any adverse effects, as 

necessary.

The organization shall ensure that outsourced 

processes are determined and controlled.

ISO/IEC 27001:2022
8.1 Operational planning and control

The organization shall plan, implement and control the 

processes needed to meet requirements, and to implement 

the actions determined in Clause 6, by:

- establishing criteria for the processes;

- implementing control of the processes in accordance 

with the criteria.

Documented information shall be available to the extent 

necessary to have confidence that the processes have 

been carried out as planned.

The organization shall control planned changes and review 

the consequences of unintended changes, taking action to 

mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided 

processes, products or services that are relevant to the 

information security management system are controlled.
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New requirements for 9.1

ISO/IEC 27001:2013

9.1 Monitoring, measurement, analysis

...... 

The organization shall retain appropriate 

Documented information shall be available 

documented information as evidence of the 

as evidence of the results.

ISO/IEC 27001:2022

9.1 Monitoring, measurement, analysis and 

evaluation

......

Documented information shall be available 

documented information as evidence of the 

as evidence of the results.

The organization shall evaluate the 

information security performance and the 

effectiveness of the information security 

management system.
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New input for management 

review 9.3

9.3.2 Management review inputs

c) changes in needs and expectations of 
interested parties that are relevant to the 
information security management system
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ISO/IEC 27002:2022 
Information security, cybersecurity and privacy protection – 
Information security controls
formerly known as “Code of practice for information security controls“ (2013)

This document provides a reference set of generic information security controls including 

implementation guidance. This document is designed to be used by organizations:

a) within the context of an information security management system (ISMS) based on ISO/IEC 
27001;

b) for implementing information security controls based on internationally recognized best 
practices;

c) for developing organization-specific information security management guidelines.

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document 
are controls that modify risk, while others maintain risk. This document provides a generic mixture of 
organizational, people, physical and technological information security controls derived from 
internationally recognized best practices.

Life cycle considerations

 Information has a life cycle, from creation to disposal. The value of, and risks to, information can 
vary throughout this life cycle (e.g. unauthorized disclosure or theft of a company’s financial 
accounts is not significant after they have been published, but integrity remains critical). 

 Information systems (and other assets) have life cycles within which they are conceived, 
specified, designed, developed, tested, implemented, used, maintained and eventually retired 
from service and disposed of. 

 Information security should be considered at every stage. 

 New system development projects and changes to existing systems provide opportunities to 
improve security controls while taking into account the organization’s risks and lessons learned 
from incidents.
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Overview
Themes (formerly Clauses)

The categorization of controls given in Clauses 5 to 
8 are referred to as themes:

a) people, if they concern individual people;

b) physical, if they concern physical objects;

c) technological, if they concern technology;

d) otherwise they are categorized as 
organizational.
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Comparison
2013

114 controls in 14 clauses

5. & 6. information security policy 
& organisation

18. Compliance

17. Business continuity 
management

7. Human 
resources

15. Supplier 
relationships

9. Access control

10. 
Cryptography

13 
Communication

s security

8. Asset 
management

11. Physical and 
environmental 

security

14. Acquisition, 
development 

and 
maintenance

12. Operations 
security

16. Information 
security incident 
management

2022
93 controls in 4 themes
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Overview
Attributes (1)

Each control has been associated with five attributes with corresponding 
attribute values, as follows:

1) Control type is an attribute to view controls from the perspective of 
when and how the control modifies the risk with regard to the 
occurrence of an information security incident. 

2) Information security properties is an attribute to view controls from 
the perspective of which characteristic of information the control 
will contribute to preserving. 

3) Cybersecurity concepts (ref. ISO/IEC TS 27110)

4) Operational capabilities is an attribute to view controls from the 
practitioner’s perspective of information security capabilities. 

5) Security domains
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Overview
Attributes (2)

1) Control type attribute values consist of:
➢ Preventive (the control that is intended to prevent 

the occurrence of an information security 
incident), 

➢ Detective (the control acts when an information 
security incident occurs) and 

➢ Corrective (the control acts after an information 
security incident occurs).

2) Information security properties attribute values 
consist of: 
❖ Confidentiality, 

❖ Integrity, and 

❖ Availability.

PolSec - IM - MISSM - uni.lu 

60



Overview
Attributes (2)

3) Cybersecurity concepts attribute values consist of: 

➢ Identify, 

➢ Protect, 

➢ Detect, 

➢ Respond, and 

➢ Recover.

5) Security domains attribute values consist of:

❖ Governance and Ecosystem includes “Information System Security 
Governance & Risk Management” and “Ecosystem cybersecurity 
management” (including internal and external stakeholders); 

❖ Protection includes “IT Security Architecture”, “IT Security Administration”, 
“Identity and access management”, “IT Security Maintenance” and 
“Physical and environmental security”; 

❖ Defence includes “Detection” and “Computer Security Incident 
Management”; 

❖ Resilience includes “Continuity of operations” and “Crisis management”. 
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Overview
Attributes (3)

4) Operational capabilities attribute values consist of: 
➢ Governance, 

➢ Asset_management, 

➢ Information_protection, 

➢ Human_resource_security, 

➢ Physical_security, 

➢ System_and_network security, 

➢ Application_security, 

➢ Secure_configuration, 

➢ Identity_and_access_management, 

➢ Threat_and_vulnerability_management, 

➢ Continuity, 

➢ Supplier_relationships_security, 

➢ Legal_and compliance, 

➢ Information_security_event_management, and 

➢ Information_security_assurance.
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Overview
Control layout

The layout for each control contains the following: 

 Title – short name;

 Attribute table – A table shows the value(s) of 
each attribute for the given control;

 Control – what the control is about;

 Purpose – why the control should be 
implemented;

 Guidance – how the control should be 
implemented;

 Other information – further details, referecnces or 
related documents
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Part 2
Incident reporting, handling and resolution

64
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Incident 

Management
in the context of an Information 

Security Policy
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Management vs. Handling

Incident 
Management

Incident 
Handling

Response

Analysis

Triage

Detection

Before and after 
coordination

Announcements, 
Alerts

Vulnerability 
handling

Reporting & 
procedures
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27002 comparison

2013
3 clauses 12 controls

Clause 16 (IM)

 7 controls

Clause 17 (BC)

 5 controls

Clause 18 (C)

 10 controls

2022
4 themes 17 controls

 Theme 5 (org)

 11 controls

 Theme 6 (ppl)

 2 controls

 Theme 7 (phys)

 1 control

 Theme 8 (tech)

 4 controls
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Organisational controls
 5.24 Information security incident 

management planning and 
preparation

 Responsibilities and procedures 

 Reporting information security 
events

 Reporting security weaknesses

 5.25 Assessment of information 
security incidents and decision 
taking

 5.5 Contact with authorities

 5.29 Information security during 
disruption 

 5.30 ICT readiness for business 
continuity 

 5.6 Contact with special interest 
groups 

 5.7 Threat intelligence 

 5.26 Information security incident 
response

 5.27 Learning from information 
security incidents

 5.28 Collection of evidence

 5.37 Documented operations 
procedures
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People, Physical & 

Technological controls

CISO

 6.4 Disciplinary process

 6.8 Information security 
event reporting

 7.4 Physical security 
monitoring

CSIRT/SOC

 8.13 Information backup 

 8.15 Logging 

 8.16 Monitoring activities 
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Policies & procedures

Besides the “security policy”, others 
are important:

 information classification policy

 information disclosure policy

media policy

privacy policy
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Information disclosure

TLP (Traffic Light Protocol)

 TLP:RED For the eyes and ears of individual 
recipients only, no further disclosure. 

 TLP:AMBER Limited disclosure, recipients can only 
spread this on a need-to-know basis within their 
organization and its clients. Note that  
TLP:AMBER+STRICT restricts sharing to the 

organization only. 

 TLP:GREEN Limited disclosure, recipients can 
spread this within their community. 

 TLP:CLEAR  Recipients can spread this to the world, 
there is no limit on disclosure. 
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CIA-based classification 

model

 Confidentiality

 Secret

 Confidential

 Restricted

 Internal

 Public

 Integrity

 Vital

 Important

 Normal
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 Availability

 7

 6

 5

 4

 3

 2

 1



Reporting
Following: ENISA – Incident Management Guide
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Roles &

Governance 
Following: ENISA – Incident Management Guide
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Governance

 CISO & CIO interactions

 Prevention and awareness raising

 Detection and reporting

 Escalation

 Escalation

 Clear, well-established mechanism

 Internal and external considerations

 Production/operations considerations

 Crisis management

 Mix of executives, experts, public relations and legal 
counsels
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Roles
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SOC
CSIRT



Handling
Following: ITU-T E.409 – Incident organization and 

security incident handling
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Pyramid of events (ITU-T E.409)

Crisis

Security Incident

Incident

Event
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Definitions
 Event: 

 An event is an observable occurrence which is not possible to (completely) 
predict or control.

 Incident: 

 An event that might have led to an occurrence or an episode which is not 
serious.

 Security incident: 

 A security incident is any adverse event where by some aspect of security 
could be threatened. 

 Crisis: 

 A crisis is a state caused by an event, or the knowledge of a forthcoming 

event, that may cause severe negative consequences. During a crisis, one 
may, in best cases, have the possibility of taking measures to prevent the crisis 
from becoming a catastrophe. When a catastrophe occurs, a Business 
Continuity Plan (BCP) shall exist as well as a crisis management team to handle 
the situation.
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Resolution Cycle
Following: ENISA – Incident Management Guide
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Incident resolution cycle
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(I) Data analysis - collection

 Information to get from the reporter:

 detailed contact information 

 detailed description of the incident

 incident classification suggested by the incident 

reporter

 logs

 the exact time of the incident

 operating systems and network setup

 security systems setup (eg, antivirus software or 

firewall)

 incident severity (in the incident reporter’s opinion)
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(I) Data analysis - correlation

 Monitoring systems:

 information related to the IP addresses involved in 

network monitoring systems (e.g., netflow database). 

 Referring database:

 check if this kind of incident or this incident reporter 

are already in your incident database.

 Other sources:

 relevant log-files (routers, firewalls, proxy servers, 
switches, web application, mail servers, DHCP 

servers, authentication servers, etc.).
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(II) Research resolution

 Based on analysis, team brainstorming 

on resolution

Avoid the pitfall of perfectionism 

 Sometimes a quick response has the 
same or a higher value than a 
comprehensive and complete 

understanding
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(III) Actions - preparation

Prepare a set of concrete and 
practical tasks for each party 

involved 

Remember to adjust your 

language
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(III) Actions - internal

Attack target

 How to stop and mitigate an ongoing attack: 

 turn off a service

 check the system for malware

 patch a system or an application

 perform or order an audit if you are not able 
to improve your system security yourself

 How to deliver more data:

 concrete practical instructions (e.g. how to 
obtain a full e-mail header)
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(III) Actions - external

 ISP/ICP 

 To collect, save and archive data. 

 To monitor network traffic related to the 
case and inform you if something 
important happens. 

 To filter network traffic in the case of an 
ongoing attack if such filtering can help 

to stop or mitigate it. 
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(III) Actions - external

CERTs 

 To contact the local ISP/ICP within its 
constituency

 To ask for advice on how to deal with an 
incident

 Law enforcement:

 To follow a case if it is significant (e.g. you 
suspect organised crime activity)

 To assist the reporter of a crime if an incident is 
to be reported to the police 
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(IV) Monitor performance

Basic rules for monitoring the 
performance of actions: 

 Is the attack target’s service turned off?

 Is the attack target’s service still 

vulnerable?

 Is the traffic which should be filtered still 

visible in the network?
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(V) Recovery

Recover or restore to normal the 
service that was attacked during 

the incident
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Incident closure, lessons learned & 
improvements
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Management & Handling

Incident 
Management

Incident 
Handling

Response

Analysis

Triage

Detection

Before and after 
coordination

Announcements, 
Alerts

Vulnerability 
handling

Reporting & 
procedures
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Exam
Homework / Exercice
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Threat 

Observatory
By NC3 – National Cybersecurity Competence 

Centre

96
PolSec - IM - MISSM - uni.lu 



97

PolSec - IM - MISSM - uni.lu 



Q2 2024
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https://observatory.nc3.lu/observatory-bulletin/2024/2/
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Exercise

 Choose and understand the threat actor

 Identify and select relevant counter-measures
(ISO 27002:2022 controls)

 Define implementation

 In-house: resources (processes, budget, HR, tools, 

services, etc.)

 Out-sourced: partners from the ecosystem

 Describe and argument your choices/decisions

 MAX 3-4 pages

99
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Toolbox

 NC3 Threat Observatory

 MISP Galaxies

 ISO 27002:2022

 Cybersecurity Luxembourg Ecosystem

 all other resources you see relevant

100
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MISP (galaxies)
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https://www.misp-project.org/galaxy.html



ISO 27002:2022 
Information security, cybersecurity and privacy 

protection – Information security controls
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Overview
Themes

The categorisation of controls given in Clauses 5 to 
8 are referred to as themes:

a) people, if they concern individual persons;

b) physical, if they concern physical objects;

c) technological, if they concern technology;

d) otherwise they are categorised as 
organisational.
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5. 
Organisational 6. People

7. Physical 8. Technology



Overview
Attributes (1)

Each control has been associated with five attributes with corresponding 
attribute values, as follows:

1) Control type is an attribute to view controls from the perspective of 
when and how the control modifies the risk with regard to the 
occurrence of an information security incident. 

2) Information security properties is an attribute to view controls from 
the perspective of which characteristic of information the control 
will contribute to preserving. 

3) Cybersecurity concepts (ref. ISO/IEC TS 27110)

4) Operational capabilities is an attribute to view controls from the 
practitioner’s perspective of information security capabilities. 

5) Security domains
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Overview
Attributes (2)

Cybersecurity concepts 
attribute values consist of: 

➢Identify, 

➢Protect, 

➢Detect, 

➢Respond, and 

➢Recover.
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CYBERSECURITY 

LUXEMBOURG
The Luxembourg Cybersecurity Ecosystem
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https://cybersecurity.lu
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Thank you for 

your attention
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CISO community space
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https://lhc.lu/service/luxchat
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