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New Technology, 
old risks,

IoT (in-)security
Master in Technopreneurship
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Luxembourg 
CyberWeather (Q3 2022)
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https://www.govcert.lu/en/cyberweather/
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Luxembourg
Operational statistics
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https://www.circl.lu/opendata/statistics/
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Europe
Top threats, majors trends

1
1

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
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Europe (main findings)
➢ Ransomware and threats against availability ranked at the top during the reporting period.
➢ Resourceful threat actors have been observed to misuse legitimate tools primarily to prolong their 

cyber espionage operations . Their aim was to evade detection for as long as possible and 
obscure their activities by using widely available software from most systems which makes it more 
challenging for defenders to identify them. Maximizing their chances of success when it comes to 
an intrusion by not arousing victim’ suspicions

➢ Geopolitics continue to have a strong impact on cyber operations.
➢ Several threat actors further professionalised their As-a-Service programmes. They not only used 

novel tactics and methods to infiltrate environments but also delved into alternative approaches 
to pressure and extort victims, all the while advancing their illicit enterprises.

➢ By Using Extortion Only Techniques criminal organisations have been progressively blending 
extortion methods that almost invariably incorporate some form of data theft. Double extortion 
has witnessed a notable rise, with certain groups even relying solely on the act of stealing 
information.

➢ Increased operations by law enforcement, such as the takedown of Hive ransomware group's IT 
infrastructure or Trickbot.

➢ Cl0p rose in the first half of 2023 with the weaponisation of two zero-days.
➢ One of the biggest malware threats is still information stealers such as Agent Tesla, Redline Stealer 

and FormoBook.
➢ There is a steady decline in classic mobile malware, with adware remaining in numbers of 

occurrences the most prevalent threat to mobile devices while in terms of impact spyware can 
be seen as the most prevalent threat to mobile devices.
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Europe (main findings cont’d)
➢ Hacktivists are increasingly claiming that they target OT environments but public reporting indicate they often 

overestimate or do not substantiate their claims.
➢ Phishing is once again the most common vector for initial access. But a new model of social engineering is also 

emerging, an approach that consists of deceiving victims in the physical world.
➢ Business e-mail compromise (BEC, VEC) remains one of the attacker’s favourite means for obtaining financial gain.
➢ The move from Microsoft macros to ISO , Onenote and LNK files is continuing, a shift towards the use of LNK and ISO/ZIP 

files as well as Onenote files in response to Microsoft’s macro changes.
➢ Data compromise increased in 2023. There was a rise in data compromises leading up to 2021, and although this trend 

remained relatively stable in 2022, it began to increase once more in 2023.
➢ There has been a Surge in AI Chatbots impacting the cybersecurity threat landscape. The disruptive impact and the 

exponential adoption of generative artificial intelligence chatbots such as OpenAI ChatGPT, Microsoft Bing and Google 
Bard are changing the way in which we work, live and play, all built around data sharing and analysis.

➢ DDoS attacks are getting larger and more complex, are moving towards mobile networks and IoT and are being used in 
the context of being used in support of additional means in the context of a conflict.

➢ Internet shutdowns are at an all-time high. Internet availability threats are keeping up their momentum, especially in the 
post-covid era, due to the increasing reliance of human activities and society on Internet technologies.

➢ Information manipulation is a key element of Russia’s war of aggression against Ukraine. Information manipulation has 
been an essential and well-established component of Russia’s security strategies16 17. The number of analysed events 
for the reporting period has also grown significantly.

➢ ‘Cheap fakes’ and AI-enabled manipulation of information continues to be a cause for concern. In the past months, 
the debate on the use of AI to manipulate information has heated up both within and beyond the circle of industry 
professionals.

➢ Threat groups have an increased interest in supply chain attacks and exhibit an increasing capability by using 
employees as entry points. Threat actors will continue to target employees with elevated privileges, such as developers 
or system administrators
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Europe (threat actors)
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IoT
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Photo by POLISEA - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/81796684@N00 Created with Haiku Deck
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Photo by Robin Glauser - Creative Commons No known copyright restrictions  https://unsplash.com/@nahakiole?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by Alexandru Acea - Creative Commons No known copyright restrictions  https://unsplash.com/@alexacea?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by POLISEA - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/81796684@N00 Created with Haiku Deck
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Photo by Alex Knight - Creative Commons No known copyright restrictions  https://unsplash.com/@agk42?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by Leio McLaren (@leiomclaren) - Creative Commons No known copyright restrictions  
https://unsplash.com/@leio?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-credit

Created with Haiku Deck
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Photo by Leio McLaren (@leiomclaren) - Creative Commons No known copyright restrictions  
https://unsplash.com/@leio?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-credit

Created with Haiku Deck
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Photo by AxisCommunications - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/51378359@N02 Created with Haiku Deck
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Photo by kentarou2014 - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/126444387@N03 Created with Haiku Deck
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Photo by Arenamontanus - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/87547772@N00 Created with Haiku Deck
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Photo by Orminternal - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/145819839@N03 Created with Haiku Deck

Video: https://youtu.be/W1YWpVMpPi8 29IoT – 2023 - MTECH - uni.lu
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Photo by Solarbotics - Creative Commons Attribution License  https://www.flickr.com/photos/46265243@N00 Created with Haiku Deck
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ENISA references

IoT and Smart 
Infrastructures Tool

Threat Landscape for 
Supply Chain Attacks
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https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures
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CYBERSECURITY 
LUXEMBOURG

The Luxembourg Cybersecurity Ecosystem

20 years of creating a culture of security
for economic and social prosperity
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Photo by Julie Edgley - Creative Commons Attribution-ShareAlike License  https://www.flickr.com/photos/30884221@N02 Created with Haiku Deck

“I LOVE YOU” VIRUS (2000)

WHERE IT ALL STARTED
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TOWARDS A CULTURE OF SECURITY

OECD GUIDELINES FOR THE SECURITY OF INFORMATION SYSTEMS AND NETWORKS (2002)
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Photo by Jamie McCaffrey - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/15609463@N03 Created with Haiku Deck

TODAY

39

IoT – 2023 - MTECH - uni.lu



40

NATIONAL STRATEGY

2021-2025

¡ Objectives
1. Building trust in the digital 

world and protection of 
human rights online 

2. Strengthening the security and
resilience of digital 
infrastructures in Luxembourg 

3. Development of a reliable, 
sustainable and secure digital 
economy

¡ Governance Framework

¡ Preparedness & Response

¡ Education and Awareness

¡ Research & Development
National Cybersecurity Strategy IV
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NATIONAL GOVERNANCE 41
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NATIONAL GOVERNANCE 42

membre of the 
CSIRT Network

membre of the 
CSIRT Network

membre of the 
NCC Network

membre of 
CyClone

membre of 
NIS CG
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AUTHORITIES & REGULATORS

• CIP Critical Infrastructure Protection
(loi du 23 juillet 2016 portant création d'un Haut-
Commissariat à la Protection nationale)

• GDPR General Data Protection 
Regulation
(loi du 1er août 2018 portant mise en place du régime 
général sur la protection des données)

• NIS(2) Network and Information Security
(DORA)
(loi du 28 mai 2019 portant transposition de la directive 
NIS)

• PSDC Prestataires de Services de 
Dématérialisation ou de Conservation 
(loi du 25 juillet 2015 relative à l’archivage 
électronique)

• PSF Professionnels du Secteur 
Financier de Support 
(loi modifiée du 5 avril 1993 relative au secteur 
financier)

=> more on cybersecurity.lu
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PREPAREDNESS & RESPONSE

PUBLIC-PRIVATE COOPERATION IN ACTION
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PREPAREDNESS & RESPONSE

PIU CYBER

45

DDoS Scrubbing Center
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EDUCATION & RESEARCH 46
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Protecting & 
Strengthening 
the Economy

at national and European levels
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WE SUPPORT
WE FOSTER
WE SERVE 

Health

Citizens

Industry

Education Defence

Research

NIS

Privacy

and 
more

WE HOST

Startups

Municipalities
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National Cybersecurity 
Competence Centre
¡ Competence and Capabilities 

Building
¡ Ecosystem and 

Industrialisation
¡ Research, Data and 

Innovation
¡ NCC-LU

52

IoT – 2023 - MTECH - uni.lu



Computer Incident Response
Center Luxembourg
¡ CSIRT (Incident Coordination 

and Incident Handling)

¡ Cyber Threat Intel and support 
tools

¡ CSIRT NIS
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“Digital security risk should be treated like an economic rather 
than technical issue, and should be part of the organization’s 
overall risk management and decision-making”
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Shaping EU’s cyber future



“Team Cyber” for Europe

¡ NIS Coordination 
Group

ØCSIRT Network

ØCyCLONe (Cyber Crisis 
Liaison Network)

Ø The Network (NCCs)

Ø The Community 
(Research, Academia, 
Industry & Civil Society)

IoT – 2023 - MTECH - uni.lu
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ECCC mission
¡ Encourage and coordinate training

activities, to ensure that everyone in
Europe has access to the university
and life-long-learning courses, as
well as to motivate young people to
go for a cybersecurity career and
support efforts that address the
gender gap; and

¡ Increase the global competitiveness
of the EU’s cybersecurity industry,
ensure high cybersecurity standards
throughout the EU and turn
cybersecurity into a competitive
advantage.

¡ Strengthen EU's leadership and
strategic autonomy on cybersecurity
by developing the EU’s capacities
and capabilities of the Digital Single
Market;

¡ Support and foster research,
innovation and technological
developments, for the resilience of
systems, including critical
infrastructure as well as commonly
used hardware and software;
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ECCC Instruments
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DIGITAL EUROPE

Research and 
Innovation in 
cybersecurityIoT – 2023 - MTECH - uni.lu
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HORIZON EUROPE
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HE – synergies with other 
programmes
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Joint Actions – SOC
Building/strengthening 
National cross-border 
SOCs using multiple 
intstruments:
Ø Joint Procurement
Ø Grants

Research and 
Innovation in 
cybersecurityIoT – 2023 - MTECH - uni.lu
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ECCC in action
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Strategic Agenda
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Strategic Agenda
By 2027, the ECCC and the Network
will have

1. funded European SMEs in
developing and using strategic
cybersecurity technologies,
services and processes through a
coordinated cascade funding
mechanism via NCCs and national
co-financing

2. supported and grown the
cybersecurity professional
workforce in both quantity and
quality through the standardisation
and certification of cybersecurity
skills and investments in education
and training

3. strengthened the research,
development and innovation
expertise and competitiveness of
the EU cybersecurity community
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#CyberTogether

- Cloud and mult-cloud environment

- Supply chain security

- Infrastructure resilience

- Quantum computing

- Advent of AI and autonomous functions

- Skills shortage and competence needs

- Vulnerabilities of small entities (SME)

- Info sharing & threat intel

- Dual use & the geopolitical context

- Commercialisation of R&D

Fostering collaboration and cooperation, to tackle emerging threats and challenges 
efficiently, as well as to embrace opportunities for a better, safer futur.

Because only together 
will we tackle the 
many challenges of 
our digitised world, 
and be able to make 
Europe strong, 
competitive and 
cyber secure.
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Thank you
for your attention

Questions ?
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