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Luxembourg
Incidents Types
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Threats Observatory
Overview
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https://observatory.nc3.lu/

https://nc3.lu/pages/b2022/q4/b2022q4.html


Luxembourg
Vulnerabilities
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Luxembourg
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Methodology
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https://observatory.nc3.lu/our-methodology/

https://nc3.lu/pages/b2022/q4/b2022q4.html


Europe
Top threats, majors trends
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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Europe
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024

https://nc3.lu/pages/b2022/q4/b2022q4.html


Europe
Sectors
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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Europe
Threat Actor Motivations
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International
Threat Landscape
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2025 Data Breach 
Investigation Report

https://www.verizon.com/business/resources/reports/dbir/

https://nc3.lu/pages/b2022/q4/b2022q4.html


International
Threat Landscape
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https://www.verizon.com/business/resources/reports/dbir/

2025 Data Breach 
Investigation Report

https://nc3.lu/pages/b2022/q4/b2022q4.html


IoT
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Photo by Robin Glauser - Creative Commons No known copyright restrictions  https://unsplash.com/@nahakiole?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by Alexandru Acea - Creative Commons No known copyright restrictions  https://unsplash.com/@alexacea?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by Alex Knight - Creative Commons No known copyright restrictions  https://unsplash.com/@agk42?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-creditCreated with Haiku Deck
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Photo by Leio McLaren (@leiomclaren) - Creative Commons No known copyright restrictions  
https://unsplash.com/@leio?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-credit

Created with Haiku Deck
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Photo by Leio McLaren (@leiomclaren) - Creative Commons No known copyright restrictions  
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Photo by AxisCommunications - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/51378359@N02 Created with Haiku Deck
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Photo by kentarou2014 - Creative Commons Attribution-NonCommercial-ShareAlike License  https://www.flickr.com/photos/126444387@N03 Created with Haiku Deck
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Photo by Arenamontanus - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/87547772@N00 Created with Haiku Deck
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Photo by Orminternal - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/145819839@N03 Created with Haiku Deck
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Photo by Solarbotics - Creative Commons Attribution License  https://www.flickr.com/photos/46265243@N00 Created with Haiku Deck
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ENISA reference
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https://www.enisa.europa.eu/publications/guidelines-for-securing-the-internet-of-things



CYBERSECURITY 
LUXEMBOURG

The Luxembourg Cybersecurity Ecosystem

20 years of creating a culture of security
for economic and social prosperity
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Photo by Julie Edgley - Creative Commons Attribution-ShareAlike License  https://www.flickr.com/photos/30884221@N02 Created with Haiku Deck

“I LOVE YOU” VIRUS (2000)

WHERE IT ALL STARTED
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TOWARDS A CULTURE OF SECURITY

OECD GUIDELINES FOR THE SECURITY OF INFORMATION SYSTEMS AND NETWORKS (2002)
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Photo by Jamie McCaffrey - Creative Commons Attribution-NonCommercial License  https://www.flickr.com/photos/15609463@N03 Created with Haiku Deck

TODAY
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NATIONAL STRATEGY

2021-2025

¡ Objectives
1. Building trust in the digital 

world and protection of 
human rights online 

2. Strengthening the security and
resilience of digital 
infrastructures in Luxembourg 

3. Development of a reliable, 
sustainable and secure digital 
economy

¡ Governance Framework

¡ Preparedness & Response

¡ Education and Awareness

¡ Research & Development
National Cybersecurity Strategy IV
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NATIONAL GOVERNANCE 38
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NATIONAL GOVERNANCE 39

membre of the 
CSIRT Network

membre of the 
CSIRT Network

membre of the 
NCC Network

membre of 
CyClone

membre of 
NIS CG
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AUTHORITIES & REGULATORS

• CER Critical Entities Resilience
(loi du 23 juillet 2016 portant création d'un Haut-
Commissariat à la Protection nationale – to update)

• GDPR General Data Protection 
Regulation
(loi du 1er août 2018 portant mise en place du régime 
général sur la protection des données)

• NIS(2) Network and Information Security
(DORA)
(loi du 28 mai 2019 portant transposition de la directive 
NIS – to update)

• PSDC Prestataires de Services de 
Dématérialisation ou de Conservation 
(loi du 25 juillet 2015 relative à l’archivage 
électronique)

• PSF Professionnels du Secteur 
Financier de Support 
(loi modifiée du 5 avril 1993 relative au secteur 
financier)

=> more on cybersecurity.lu
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PREPAREDNESS & RESPONSE

PUBLIC-PRIVATE COOPERATION IN ACTION
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PREPAREDNESS & RESPONSE

PIU CYBER
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DDoS Scrubbing
Center
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EDUCATION & RESEARCH 43
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Research & Development
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Protecting & 
Strengthening 
the Economy

at national and European levels
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Host for all types of 
cybersecurity-related 
activities

Incident Response & 
Cyber Threat
Intelligence

Competence & Capacity
Building
Research & Innovation
Market Intelligence

pa
rt 

of

The national cybersecurity
brand and ecosystem

member of the NCC Network

member of the CSIRT Network
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WE SUPPORT
WE FOSTER
WE SERVE 

Health

Citizens

Industry

Education

Research

NIS(2)

Privacy

WE 
HOST

Startups

Municipalities

Finance

Defence

Coopération

AHC cybercrime



LUCYA

The first LUxembourg CYbersecurity Accelerator

Cybersecurity as a diversification asset contributing to the 
vitality of the Luxembourg economy

Operated by

in partnership 
with

Cybersecurity Landscape & IoT – 2025 - MTECH - 
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National Cybersecurity 
Competence Centre
¡ Competence and Capabilities 

Building
¡ Ecosystem and 

Industrialisation
¡ Research, Data and 

Innovation
¡ NCC-LU
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LU-CID

Luxembourg Cybersecurity Innovation & Development (Funding 
Programme)

Promote and support Innovation in Cybersecurity contributing 
to the competitiveness of the Luxembourg economy
(state aid up to 60.000 €)

Operated by

in partnership 
with

Cybersecurity Landscape & IoT – 2025 - MTECH - 
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SME-Package Cybersecurity

State support to implement cybersecurity solutions to 
strengthen the cyber posture and protect against attacks
(state aid up to 25.000 €)

Operated by

in partnership 
with

Cybersecurity Landscape & IoT – 2025 - MTECH - 
uni.lu 55

Self-assessment via https://fit4cybersecurity.nc3.lu/



Computer Incident Response
Center Luxembourg
¡ CSIRT (Incident Coordination 

and Incident Handling)

¡ Cyber Threat Intel and support 
tools

¡ CSIRT NIS

56
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“Digital security risk should be treated like an economic rather 
than technical issue, and should be part of the organization’s 
overall risk management and decision-making”
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Shaping EU’s cyber future



“Team Cyber” for Europe

¡ NIS Coordination Group

CSIRT Network

CyCLONe (Cyber Crisis 
Liaison Network)

Ø The Network (NCCs)

Ø The Community 
(Research, Academia, 
Industry & Civil Society)

Cybersecurity Landscape & IoT – 2025 - MTECH - uni.lu
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ECCC mission
¡ Encourage and coordinate training 

activities, to ensure that everyone in 
Europe has access to the university 
and life-long-learning courses, as 
well as to motivate young people to 
go for a cybersecurity career and 
support efforts that address the 
gender gap; and

¡ Increase the global competitiveness 
of the EU’s cybersecurity industry, 
ensure high cybersecurity standards 
throughout the EU and turn 
cybersecurity into a competitive 
advantage.

¡ Strengthen EU's leadership and 
strategic autonomy on cybersecurity 
by developing the EU’s capacities 
and capabilities of the Digital Single 
Market;

¡ Support and foster research, 
innovation and technological 
developments, for the resilience of 
systems, including critical 
infrastructure as well as commonly 
used hardware and software;
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ECCC Instruments
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DIGITAL EUROPE

Research and 
Innovation in 
cybersecurityCybersecurity Landscape & IoT – 2025 - MTECH - uni.lu
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HORIZON EUROPE
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HE – synergies with other 
programmes
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Joint Actions – SOC
Building/strengthening 
National cross-border 
SOCs using multiple 
intstruments:
Ø Joint Procurement
Ø Grants

Research and 
Innovation in 
cybersecurityCybersecurity Landscape & IoT – 2025 - MTECH - uni.lu
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Strategic Agenda
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Strategic Agenda
By 2027, the ECCC and the Network 
will have

1. funded European SMEs in 
developing and using strategic 
cybersecurity technologies, 
services and processes through a 
coordinated cascade funding 
mechanism via NCCs and national 
co-financing

2. supported and grown the 
cybersecurity professional 
workforce in both quantity and 
quality through the standardisation 
and certification of cybersecurity 
skills and investments in education 
and training

3. strengthened the research, 
development and innovation 
expertise and competitiveness of 
the EU cybersecurity community

Cybersecurity Landscape & IoT – 2025 - MTECH - uni.lu
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#CyberTogether

- Cloud and mult-cloud environment

- Supply chain security

- Infrastructure resilience

- Quantum computing

- Advent of AI and autonomous functions

- Skills shortage and competence needs

- Vulnerabilities of small entities (SME)

- Info sharing & threat intel

- Dual use & the geopolitical context

- Commercialisation of R&D

Fostering collaboration and cooperation, to tackle emerging threats and challenges 
efficiently, as well as to embrace opportunities for a better, safer futur.

Because only together 
will we tackle the 
many challenges of 
our digitised world, 
and be able to make 
Europe strong, 
competitive and 
cyber secure.
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Thank you
for your attention

Questions ?
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